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TECHNIQUES FOR AUTOMATED DATA According to some aspects , a data processing system is 
ANALYSIS provided comprising at least one processor , at least one user 

interface , and at least one computer readable medium com 
BACKGROUND prising a metadata repository identifying one or more data 

sets and one or more fields of the one or more datasets , and 
Organizations that rely on large amounts of data have a processor - executable instructions that , when executed , 

need for that data to have a high level of quality . Quality cause the at least one processor to receive , through the at 
as it pertains to data refers to the extent to which data values least one user interface , input describing a data element and exhibit characteristics such as accuracy , precision , com one or more data quality metrics , record , in the metadata pleteness , integrity , consistency , etc . In some cases , low data 10 re repository , the data element and the one or more data quality quality can lead to negative practical effects on the organi metrics , receive , through the at least one user interface , input zation , such as records being handled incorrectly , inaccurate that describes one or more data quality rules , record , in the data being provided to members of the organization , inef metadata repository , the one or more data quality rules and ficient system operation , system failures , etc . For a business 
organization , such effects can quickly lead to customer 15 relationship information defining an association between a 
dissatisfaction . first data quality rule of the one or more data quality rules 

For very large datasets , automated systems have been and at least one of the one or more fields , and record , in the 
developed to evaluate data quality for those datasets and to metadata repository , relationship information defining an 
identify and report on incidences of low data quality . Cor association between the first data quality rule and at least one 
rective measures may then be taken to improve the data 20 of the one or more data quality metrics . 
quality of a dataset so identified , such as by reprogramming According to some aspects , a method of operating a data 
the system that produces the dataset to favorably adjust the processing system is provided , the data processing system 
content of the dataset . Typically , organizations such as being executed by a computing system coupled to at least 
businesses have such a large volume of data that it is not one computer readable medium , the method comprising 
practical for human operators to evaluate data quality of the 25 receiving , through at least one user interface of the data 
data , and consequently a data quality engine may be devel - processing system , input indicating a data element and one 
oped that can automatically measure data quality and ensure or more data quality metrics , identifying , by the data pro 
the data is meeting the needs of the organization . cessing system based on relationship information associated 

A data quality engine may measure data quality for a with the data element and / or the one or more data quality 
dataset by examining values of data fields ( also referred to 30 metrics one or more datasets , one or more fields of the one 
simply as " fields " ) of the dataset using predefined data or more datasets , and one or more data quality rules , each of 
quality rules . The data quality rules may define criteria for the data quality rules being associated with at least one of the 
evaluating values of fields , such as by identifying charac - one or more fields , performing , by the data processing 
teristics ( e . g . , accuracy , precision , etc . ) of the values accord system , an analysis of data quality of the one or more fields 
ing to the criteria . The extent to which the values exhibit 35 based at least in part on the one or more data quality rules 
these characteristics may thereby produce a measure of data associated with the one or more fields , and providing results 
quality for the fields . By evaluating the data quality rules for of the data quality analysis , the results comprising a measure 
data fields , therefore , a data quality engine may automati - of data quality determined for the data element and a first 
cally produce a measure of data quality . In some cases , the data quality metric of the one or more data quality metrics . 
data quality engine may evaluate the data quality of a single 40 The foregoing is a non - limiting summary of the invention , 
record that comprises values with multiple data fields by which is defined by the attached claims . 
evaluating data quality rules for one or more of the data field 
values in the record . In some cases , the data quality engine BRIEF DESCRIPTION OF DRAWINGS 
may evaluate the data quality of a dataset as a whole by 
combining data quality measures produced by evaluating 45 Various aspects and embodiments will be described with 
data quality rules for each of the fields of the dataset . reference to the following figures . It should be appreciated 

that the figures are not necessarily drawn to scale . In the 
SUMMARY drawings , each identical or nearly identical component that 

is illustrated in various figures is represented by a like 
According to some aspects , a data processing system is 50 numeral . For purposes of clarity , not every component may 

provided comprising at least one processor , at least one user be labeled in every drawing . 
interface , and at least one computer readable medium com - FIG . 1 illustrates a process for configuring a data pro 
prising processor - executable instructions that when cessing system and performing automated data quality 
executed , cause the at least one processor to receive , through analysis , according to some embodiments ; 
the at least one user interface , input indicating a data element 55 FIG . 2A depicts a block diagram of a metadata repository 
and one or more data quality metrics , identify , based on storing objects relating to automated data quality analysis , 
relationship information associated with the data element according to some embodiments ; 
and / or the one or more data quality metrics one or more FIG . 2B depicts a block diagram of a data processing 
datasets , one or more fields of the one or more datasets , and system on which aspects of the invention may be imple 
one or more data quality rules , each of the data quality rules 60 mented , according to some embodiments ; 
being associated with at least one of the one or more fields , FIG . 3 depicts illustrative data quality rules associated 
perform an analysis of data quality of the one or more fields with a single data element , a single data quality metric , and 
based at least in part on the one or more data quality rules two data fields , according to some embodiments ; 
associated with the one or more fields , and provide results of FIG . 4 depicts an illustrative hierarchy of data elements , 
the data quality analysis , the results comprising a measure of 65 according to some embodiments ; 
data quality determined for the data element and a first data FIG . 5 depicts an illustrative user interface for defining 
quality metric of the one or more data quality metrics . quality data rules , according to some embodiments ; and 
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FIG . 6 illustrates an example of a computing system suitable user interface , thereby instructing one or more 
environment on which aspects of the invention may be programs to create an association . 
implemented . In some cases , data elements may be associated with data 

quality requirements . A data processing system as described 
DETAILED DESCRIPTION 5 herein may receive input from a business user specifying 

data quality requirements ( also referred to as data quality 
The inventors have recognized and appreciated that accu " metrics ” ) using natural language . The data quality engine 

racy and efficiency of a data processing system may be may store associations between the data quality metrics and 
improved by techniques that enable automated data quality data elements previously defined in the data quality engine , 
analysis . In accordance with some embodiments , the data 10 which may be based on user input . In such cases , the 
processing system may be configured to allow specification programmer may programmatically define data quality rules 

based additionally on the natural language specification of of natural language data quality requirements . Convention these data quality metrics provided by the business user . In ally , a person knowledgeable about the business of an 
organization — but not the mechanics of programming rules doing so , the programmer may create associations within the 

15 data quality engine between the data quality metrics and the for a data quality engine defines data quality requirements data quality rules . based on data quality needs of the organization . A technical To aid the business analyst in interactions with the data 
user may , based on these requirements , create technical data quality engine , a user interface may be provided that inter quality rules within a data quality engine of the data pro faces with the data quality engine and allows selection of 
cessing system that reflect these requirements . The created 20 data elements ( e . g . , that represent business concepts ) and 
data quality rules may then be executed when the data natural language specification of data quality metrics for the 
quality engine performs a data quality analysis . data elements . In some embodiments , data elements may be 

The inventors have recognized and appreciated , however , organized in a hierarchy of data elements that embody 
that a data quality engine thus configured provides limited important or critical aspects of the business ' s data . A user 
utility to non - technical users due to the expertise necessary 25 interface of the data quality engine may also allow the 
to access data quality rules and to perform data quality business analyst to initiate and view results of data quality 
analysis based upon them . Improvements to a data process analyses by accessing the data quality metrics and data 
ing system described herein provide functionality that elements specified through natural language . 
allows different users , who may have different skill sets , to Accordingly , while the business analyst may simply 
specify data quality requirements and data quality rules , and 30 access aspects of data quality requirements specified within 
to perform data quality analysis using the data quality the data quality engine using natural language , the system 
engine . In particular , the data processing system may store may perform complex technical tasks by exploiting these 
data quality requirements in a format understandable by a associations . The data quality engine may be configured to 
non - technical user . These requirements may be associated translate requests from a business user specified via natural 
with rules , prepared by a technical user . Those rules may be 35 language into these complex technical tasks . 
invoked by the non - technical user using language of the In some cases , the data quality engine may identify a 
business data requirements familiar to that user . plurality of data quality rules to be evaluated for one or more 

Results of executing those rules may be presented to the datasets based on input provided by a business analysis 
non - technical user in terms of data quality based on data through a user interface of the data quality engine . Since 
requirements of the organization . In some embodiments , this 40 associations between objects specified via natural language 
functionality may be provided through the use of a metadata ( e . g . , data elements , data quality metrics ) and objects 
repository that stores objects of different types and relation - defined by a technical user ( e . g . , data quality rules , fields of 
ships between these objects . Such relationships may be datasets ) may be created when these objects are defined , the 
represented by information stored within the repository that data quality engine may access these recorded associations 
defines a relationship , such as a pointer , a link , etc . A 45 to translate a non - technical request into a sequence of 
metadata repository may enable the data processing system technical actions ( e . g . , analyze a dataset using identified data 
to associate objects used by technical users with related quality rules ) to be performed . Similarly , results of such 
objects used by non - technical users , thereby allowing tech technical actions may be translated by the data quality 
nical and non - technical users to work together when con - engine into a format geared towards the needs of the less 
figuring and performing data quality analysis using a data 50 technical analyst user , and presented as such via a user 
quality engine . interface of the data quality engine . 

For example , a user familiar with data quality require Data quality analysis of a dataset may be performed by 
ments of a business may identify " data elements ” that any user , including the programmer and / or business analyst , 
represent conceptual quantities having relevance to the once the data element has been associated with one or more 
business . A data quality engine as described herein may 55 fields , which have in turn been associated with one or more 
receive input specifying these data elements using natural data quality rules . The analysis may thereby be performed in 
language familiar to the business user . A skilled programmer any of numerous ways . In a first illustrative approach , the 
may then utilize tools of the data quality engine to identify data quality engine may present a user interface in which a 
fields within datasets that correspond to the data element , dataset and one of the data elements associated with the 
and may programmatically define data quality rules for those 60 dataset are selected . The data quality engine may then 
fields within the data quality engine . In doing so , the perform data quality analysis for any fields of the dataset 
programmer may create associations within the data quality associated with the selected data element that have associ 
engine between the data elements defined by the business ated data quality rules . In a second illustrative approach , the 
user and the datasets , fields , and / or data quality rules created data quality engine may present a user interface in which a 
by the programmer . The tools used by the programmer to 65 dataset and a data quality metric are selected . The data 
create such associations may provide some level of auto - quality engine may then perform data quality analysis for 
mation , such as by the programmer providing input to a data elements that are associated with the selected data 
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quality metric , by analyzing fields of the dataset associated objects in addition to relationship information for those data 
with the selected data element that have associated data objects , which may include relational links between objects 
quality rules . With either approach , the data quality engine of the same or different types . Metadata repositories are 
may perform data analysis based on input from a user not described in further detail in , for example , U . S . Pat . No . 
having technical knowledge of underlying business pro - 5 7 , 899 , 833 , titled “ Managing Related Data Objects , " which is 
cesses , such as the business analyst . hereby incorporated by reference in its entirety . In the 

According to some embodiments , the data quality engine example of FIG . 1 , a metadata repository may store a data 
may define a checkpoint that identifies one or more datasets element and a data quality metric in addition to a relational 
A user ( e . g . , a technical user ) may select the one or more link between the data element and the data quality metric . 
datasets through an interface of the data processing system 10 Objects and / or links between objects may be described using 
to define the checkpoint . In some cases , a checkpoint may any suitable formal language , such as by using one or more 
represent a particular step within business processes , such as schema . Illustrative relationships between the objects 
the input or output of a particular business processing stage . depicted as stored within the metadata repository 120 in the 
Such a checkpoint may be defined within the data quality example of FIG . 1 are discussed below in relation to FIG . 
engine such that it can produce data quality analysis for the 15 2A . 
group of datasets associated with the checkpoint . The data . In the example of FIG . 1 , a user 111a may create a data 
sets may have one or more fields that have been associated element , such as data element 121 , within metadata reposi 
with data elements via the above - described process . Accord - tory 120 . In some cases , the data element may be a business 
ingly , data quality analysis for a defined checkpoint may be term and may have a name that is specified via natural 
performed . 20 language . As used herein , a “ natural language ” specification 

A data quality analysis may be made by the data quality refers to textual data that is generally not bound by typical 
engine at a checkpoint by performing data quality analysis programmatic rules of syntax such that a wide range of 
of each of the fields of the checkpointed datasets via the words , phrases , symbols , etc . may be used to specify a name 
fields ' associated data elements . In this way , a data quality using natural language . For instance , many programming 
analysis may be made at various points in a complex set of 25 languages prohibit the specification of parameter names that 
business processes and may , if desired , be monitored over include spaces , whereas a particular natural language speci 
time . Since this data quality analysis is performed by the fication may accept spaces as valid character input . Accord 
data quality engine based on data elements , and not purely ingly , a data element may be named using a business term 
on aspects that require a technical knowledge of the business such as “ Account Number , ” “ Business Phone No . , " 
processes , a user such as a business analyst may readily 30 “ Reward Points ” or “ Manager / Officer Name . ” In some 
understand the data quality analysis results generated for the cases , a data element may be created by a user accessing a 
checkpoint . user interface that provides access to objects within meta 

Following below are more detailed descriptions of various data repository . Accordingly , the user 111a may access the 
concepts related to , and embodiments of , techniques that user interface and provide attributes of a new data element 
enable automated data quality analysis . It should be appre - 35 ( e . g . , by typing manually and / or importing data from a file ) 
ciated that various aspects described herein may be imple to create the data element . 
mented in any of numerous ways . Examples of specific According to some embodiments , a data element such as 
implementations are provided herein for illustrative pur - data element 121 stored in metadata repository 120 may be 
poses only . In addition , the various aspects described in the stored within a hierarchy of data elements . For example , the 
embodiments below may be used alone or in any combina - 40 data element may have an attribute indicating a position in 
tion , and are not limited to the combinations explicitly a predefined hierarchy such as a parent data element or a 
described herein . named location within a tree of elements that contain data 

FIG . 1 illustrates a process for configuring and perform - elements . Data elements as stored within the metadata 
ing automated data quality analysis , according to some repository may also be associated with any number of other 
embodiments . The process illustrated in FIG . 1 may be 45 attributes , such as a text description , date created and / or 
performed by any suitable data processing system that modified , etc . Any attributes associated with a data element 
includes a data quality engine and a metadata repository . In may be provided during or after creation of the data element 
the illustrated process , a first user 111a creates a data and / or may be modified subsequent to the creation . 
element and data quality metrics ( act 101 ) , a second user According to some embodiments , user 111a may create 
112a creates data quality rules associated with the data 50 one or more data quality metrics , of which data quality 
element and data quality metrics ( act 102 ) , a data quality metric 122 shown in FIG . 1 is an illustrative example . A data 
analysis is performed ( act 103 ) , and data quality results are quality metric may have a name specified via natural lan 
generated and presented ( act 104 ) . guage , and may be named so as to be related to a type of data 
As discussed above , a data quality engine as described quality requirement . For example , data quality metrics 

herein may allow a less technical user , such as a business 55 named " Accuracy , " " Completeness , ” or “ Validity ” may be 
analyst , to define data elements and data quality metrics that created . As with the data elements , a user may access a 
have meaning to the business and a more technical user , such suitable user interface to create and / or manage data quality 
as a programmer , to define data quality rules based on these metrics , which may be the same or a different user interface 
data elements and data quality metrics . Accordingly , in some from that used to manage data elements . 
cases , user 111a may be an analyst or other business user , 60 According to some embodiments , a data element may be 
whereas user 112a may be a programmer or other technical associated with one or more data quality metrics , such as via 
user . relational links between objects in the metadata repository 

In the example of FIG . 1 , objects are defined and stored 120 . Such an association may be created when the data 
within metadata repository 120 . As used herein , a " metadata element is created or otherwise , and may include a descrip 
repository ” refers to a databased configured to store infor - 65 tion that provides details of the association . For example , 
mation about data structures . For instance , a metadata where an association is created between a data element 
repository may be configured to store different types of data named “ Account Number ” and a data quality metric named 
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“ Validity , ” the association may include a description of name and / or details provided for a given data quality metric . 
" ensure account numbers conform to US and European For example , a data element named “ Account Number ” may 
account number formats . ” In some cases , this description be associated with a data field named “ acct _ num " and a data 
may provide guidance to a user that creates data quality rules quality metric called “ Validity . ” User 112a may , based on the 
based upon the association between the data element and the 5 names of the data element and the data quality metric , then 
data quality metric , as discussed further below . write one or more data quality rules that evaluate the validity 

The data element and data quality metric objects created of the data field “ acct _ num . " These data quality rules may 
and / or managed by , for example , user 111a , may accordingly become associated with the data field , the data quality metric 
in some cases include only " non - technical ” information in and / or the data element , either due to manual operations 
that they may be defined to have names that have a purely 10 performed by a user and / or by automatic association per 
business meaning and have attributes ( including their name ) formed by the data quality engine during creation of the data 
that have little or no restrictions as to how information is quality rules . In some cases , evaluating data quality may 
entered . Thus , a non - specialized user may easily create and utilize values of multiple data fields , examples of which are 
manage data elements and data quality metrics without discussed further below . 
complex programming being necessary . 15 A data quality rule may be associated with a data field 
Data fields , such as data fields 125 and 126 , may be ( e . g . , via relational links stored within the metadata reposi 

selected by user 112a based on an identified data element . tory ) . Such an association may be created manually ( e . g . , by 
An association between an identified data element and one specifying the rule and the field within a suitable user 
or more data fields may then be created ( e . g . , by creating interface ) and / or may be created automatically ( e . g . , by the 
relational links within the metadata repository 120 ) . For 20 data processing system identifying data fields examined by 
example , user 112a may note that a data element called the data quality rule and automatically creating associations 
“ Business Phone Number ” has been created and may iden between those fields and the rule ) . 
tify one or more data fields of one or more datasets that are According to some embodiments , a data quality rule may 
used to store a business phone number . In practice , such indicate how to determine whether a value within a data field 
fields may have names that indicate or suggest the type of 25 fails or passes the rule . The rule may include any suitable 
data they store ( e . g . , a filed named “ biz - phone ” ) but may logical expression such that , when the data processing 
sometimes be named in such a way that only a user familiar system evaluates the rule upon a value in the data field , the 
with the architecture of the data processing system will system produces an indication of whether the value passed 
recognize the field as being related to the data element in or failed . For example , a data field that stores an account 
question ( e . g . , a field named “ BD _ offcphn ” ) . In either case , 30 number may have an associated data quality rule that 
user 112a may create the association between the data generates a pass condition when a value in the field has 10 
element and the data field such that a “ less technical " object , digits and starts with a " 1 , " and generates a failure condition 
namely the data element , is now associated with a “ more otherwise . When performing a data quality analysis , the data 
technical ” object , namely the data field . processing system may independently evaluate the value in 

Accordingly , since a less technical user 111a may create 35 a data field in each record of a dataset to determine how 
a labeled data element indicating the aspect of the business many of the values pass the data quality rule , and how many 
he / she is interested in analyzing and the more technical user fail the rule . 
112a may associate that data element with data fields known According to some embodiments , a data quality rule may 
to relate to this aspect , in effect the less technical user may examine values of data fields other than an associated data 
be provided with access to more technical aspects of the data 40 field to determine whether a value within the associated data 
processing system via the natural language specified data field fails or passes the rule . The data quality rule may 
element . The less technical user may then access automated therefore , in some cases , perform branching logic based on 
features of the data processing system to perform tasks that values of other data fields . For example , a data quality rule 
would otherwise usually require a higher level of technical evaluated against a first data field may evaluate the first data 
skill . For instance , a less technical user may access a user 45 field in one way when a second data field has one value and 
interface that provides a function that , when activated , in a different way when the second data field has a different 
initiates an automated task such as performing data quality value . As one example , when a first data field has the value 
analysis . A complex automated task such as a data quality " A , " a data quality rule may generate a pass for values in a 
analysis may be initiated by a non - technical user performing second data field ( with which the rule is associated ) only 
a sequence of simple , comprehensible steps , since elements 50 when the value begins with a “ 1 , ” whereas when the first 
of the user interface ( e . g . , a data element ) are associated with data field has the value “ Z , " the data quality rule may 
other objects such as data fields and data quality rules . generate a pass for values in the second data field only when 

According to some embodiments , user 112a may create the value begins with a “ 9 . ” 
data quality rules . The user 112a may create data quality According to some embodiments , a data quality rule 
rules in any suitable way , including by accessing a user 55 associated with a first data field may produce an indication 
interface of the data quality engine , which may or may not of a pass or failure of the rule associated with a data field 
be the same user interface with which user 111a created the other than the first field . Thus , evaluation of a field may be 
data element and / or data quality metrics , as discussed above . decoupled from a determination of whether a field produces 
For example , data quality rules may be defined by writing passes or fails a rule . This may be useful in cases where a 
code either directly ( e . g . , in a text editor ) or indirectly ( e . g . , 60 data quality rule is written to have logic that determines the 
by accessing a user interface that provides for definition of root cause of a data quality problem . 
data quality rules and that generates code as a result ) . For example , in a dataset comprising an account _ num 

User 112a may create data quality rules that each evaluate ber ” data field and a “ country ” data field , the correct value 
the data quality of a data field based upon one or more data of " account _ number " may depend on which country is 
quality metrics that are associated with the data field . The 65 represented by the value of “ country " ( e . g . , a U . S . account 
aspects of data quality evaluated by the created data quality number may have a different format than a U . K . account 
rules may be selected by the user based on the presented number ) . The “ account _ number ” field may be associated 
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with a data quality rule that checks the validity of its values According to some embodiments , the data quality engine 
based on the value of the " country ” field ' s value . In cases may initiate a data quality analysis based on selection of a 
where the value of “ account _ number " is a valid account dataset description and one or more data files stored on a 
number for one country , yet the value of “ country ” does not computer readable medium that match the dataset descrip 
match this country , it may be desirable to register a failure 5 tion . The engine may identify any data elements and data 
of the " country " field rather than the " account number ” quality metrics associated with data fields of the dataset in 
field . In other words , in such cases the data quality failure is addition to data quality rules associated with the data fields . 
more likely to be due to an incorrect value of " country ” The engine may then evaluate the data quality rules on the 
rather than an incorrect value of account _ number . ” Accord fields of the dataset with which the rules are associated . 
ingly , the data quality rule may be programmed to examine 10 According to some embodiments , the data quality engine 
both fields and determine which field to register as failing may initiate a data quality analysis based on selection of a 
the rule in addition to whether there is a pass or failure . In checkpoint . As discussed above , a checkpoint may represent 
other cases , the data quality rules may produce an indication a particular step within business processes , such as the input 
of failure that is associated with the “ account _ number " field . or output of a particular business processing stage . The 

According to some embodiments , a data quality rule may 15 metadata repository 120 may define a checkpoint as encom 
be configured such that , when a value of a data field fails the passing a plurality of datasets . These datasets may each be 
rule , one or more error codes are produced . A single data associated with one or more data elements , data quality 
quality rule may be configured to produce a pass or a failure metrics and / or data quality rules . Accordingly , the data 
represented by one of multiple error codes . That is , a rule quality engine may initiate a data quality analysis by select 
may have multiple modes of failure ( e . g . , validity failed due 20 ing a checkpoint , thereby identifying these data quality 
to incorrect length , validity failed due to incorrect starting rules . 
digit , etc . ) . Error codes may be mapped to a data quality Results of a data quality analysis may be processed and 
metric such that multiple error codes are associated with a quantified in any of numerous ways . As one illustrative 
single data quality metric . Thus , while a failure to pass a data example of producing data quality results , the following 
quality rule may be recorded in one instance as having failed 25 procedure may be followed . The data quality engine may 
a particular data quality metric , each failure may be recorded evaluate each data quality rule for associated data fields for 
in the same instance as also having a finer grained type of each record of a dataset . When a value fails a rule , the data 
failure . quality engine flags the record including the value that 

In act 103 shown in FIG . 1 , a data processing system produced the failure as having produced an error . The data 
performs a data quality analysis . In some cases , user 111a 30 quality engine may count each record as producing at most 
may initiate the data quality analysis by providing input to one error , even if multiple values within the record fail 
the data quality system indicating how the analysis is to be multiple data quality rules . The number of errors counted is 
performed in terms of defined data elements and / or data then totaled and compared with the total number of records , 
quality metrics . The user may additionally specify one or thereby producing a percentage of the records evaluated that 
more physical datasets that will be examined during the data 35 produced at least one failure . Thus , a measure of data quality 
quality analysis . While a logical description of a dataset may for a dataset may be determined . 
be stored in metadata repository 120 , the data values them - As another illustrative example , the data quality engine 
selves may not be . Accordingly , initiation of a data quality may identify data quality rules that are associated with a 
analysis may comprise selection of a dataset stored on a particular data element and a data quality metric associated 
computer readable medium that matches the format of the 40 with that data element . The data quality rules may evaluate 
logical dataset stored in the metadata repository . any number of data fields of any number of datasets . 

According to some embodiments , a data quality analysis Irrespective of how many data fields and datasets the data 
may be performed in an automated fashion by running a quality engine evaluates , the data quality engine may evalu 
script or other code that performs a preselected data quality ate the data quality rules based solely on the data fields of 
analysis on a dataset . The data processing system may 45 each of the identified datasets to determine how many of the 
schedule performance of such automated data quality analy - values within those data fields pass or fail the associated data 
sis at a designated date and / or time . A parameterized defi - quality rule ( s ) . The number of passes may be determined as 
nition of the dataset ' s location may be used in some cases a fraction of the total number of data values evaluated . It will 
such that a different dataset may be evaluated each time the be appreciated that this approach , as well as the previously 
automated script or program is executed . For example , a 50 described approach to quantifying data quality results , are 
business process may produce a dataset once per day with a merely two illustrative approaches and other equally suitable 
known filename ( e . g . , the filename may include the date in approaches may also be employed . 
a “ DDMMYYYY ” format ) . A script or other process may In act 104 , the data processing system presents data 
then automatically perform the same data quality analysis on quality results . In some cases , the system presents results to 
the present day ' s dataset , once per day . In this way , the data 55 user 111a in response to the user initiating a data quality 
quality engine may measure data quality of the dataset over analysis . In some cases , results of a data quality analysis 
time . may be stored in the metadata repository 120 and subse 

According to some embodiments , a data quality analysis quently viewed through a user interface by user 111a or 
may be initiated based on selection of a dataset description , other user ( s ) . 
one or more data files stored on a computer readable medium 60 Presentation of the data quality results may depend on 
that match the dataset description , and a data quality metric . how the results were tabulated in act 103 . In the example of 
Any data quality rules associated with data fields of the FIG . 1 , the data processing system presents data quality 
dataset and with the data quality metric may be identified results for evaluation of a data element and two associated 
( e . g . , via following relational links between these objects data quality metrics . The value of “ SCORE ” may be , for 
within the metadata repository ) , and the data quality rules 65 example , a fraction of data values passing the data quality 
may be evaluated on the fields of the dataset with which the rules as described above . In some cases , the score may 
rules are associated . simply indicate a level of quality by comparing such a 
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datasets . 

fraction to one or more threshold values ( e . g . , a fraction over a second data field may be associated with both the “ Accu 
0 . 95 is represented by “ PASS , " whereas a lower fraction is racy ” and “ Validity ” data quality metrics . 
represented by “ FAIL ” ) . A data quality metric may be associated with one or more 

In the example of FIG . 1 , user 111a initiated a data quality data quality rules 213 , whereas a data quality rule is asso 
analysis for a data element 121 associated with data quality 5 ciated with a single data quality metric via relationship 215d . 
metrics 122 , and the analysis produced a score for each of In the example of FIG . 2A , a data quality rule is associated 
these metrics in act 104 . Such scores may be presented to with a single data field as a one - to - one mapping via rela 
user 111a through a user interface that presents less technical tionship 215e . However , as discussed above , a data quality 
aspects of the above - described process to the user . For rule may in general be associated with one or more fields . 

instance , where user 111a is an analyst or other business 10 The example of FIG . 2A illustrates a case where data quality 
rules are associated with a single data field of a dataset user , such a user interface may expose functions allowing merely for simplicity of illustration , and it will be appreci the user to define data elements and data quality metrics , to ated that any of data quality rules 213 may in general be describe data quality requirements , to initiate a data quality associated with any number of data fields of any number of analysis , and to view results of the data quality analysis . 1 

Such functions may accordingly be provided in a less Illustrative dataset description 214 may include data 
technical manner suitable for the business user , allowing the describing one or more data files 220 . The data may , for 
business user to perform complex data quality analyses in an instance , describe the format of the data ( e . g . , how to parse 
automated fashion by interacting with a less technical user the data into the data fields ) and / or how to access the data 
interface . 20 files ( e . g . , by location and / or address ) . For example , the 

In some cases , a technical user may be presented with a dataset description may define a record format that can parse 
different user interface within the same data processing the data file ( s ) into records of the dataset . In the example of 
system through which the technical user may view data FIG . 2A , data file ( s ) 220 are shown as stored separately from 
elements , data quality metrics and data quality requirements the metadata repository 210 , and may be stored on any 
entered by another user ( e . g . , a business user ) and through 25 suitable computer readable medium or media . In some cases , 
which the technical user may create data quality rules . This a data file may be accessed based on a location of a data file 
is merely one example , however , as in general any number ( e . g . , a file path ) stored within the dataset description . In 
of different user interfaces within the same data processing some cases , this location may be parameterized such that the 
system may be defined such that different users have dif - value of the location dynamically resolves to a location of a 
ferent functionality of the system exposed through their 30 data file at runtime . 
respective user interface ( s ) . Relationships 215a - 215e may be stored in the metadata 

FIG . 2A depicts a block diagram of a metadata repository repository in any suitable way . In some cases , objects stored 
storing objects relating to automated data quality analysis , in the repository may be stored with unique identification 
according to some embodiments . As discussed above , a values and relationships between objects may be represented 
metadata repository may store one or more data elements , 35 within an object by references to the identification values of 
data quality metrics , data quality rules and logical descrip - related objects . However , any suitable storage technique 
tions of dataset objects . Metadata repository 210 includes may be implemented to store above - described relationships . 
these aforementioned objects and stores associations FIG . 2B depicts a block diagram of a data processing 
between certain objects . In the example of FIG . 2A , asso - system on which aspects of the invention may be imple 
ciations between object types that may be associated with 40 mented , according to some embodiments . Data processing 
one another are denoted by dashed lines 215a - 215e . system 260 includes data quality engine 265 , other data 

A data element 211 may be associated with one or more processing engine ( s ) 266 , one or more user interfaces 262 , 
data quality metrics 212 via relationship 215a . These data metadata repository 270 and data file ( s ) 280 . The metadata 
quality metrics may also be associated with other data repository 270 includes the types of objects depicted in 
elements . For example , the metadata repository may define 45 metadata repository 210 shown in FIG . 2A in addition to one 
data quality metrics named " Accuracy ” and “ Validity . ” A or more other types of objects 275 . 
first data element may be associated with only the “ Accu - In the example of FIG . 2B , the data quality engine 265 is 
racy ” data quality metric , whereas a second data element configured to read and write data to / from metadata reposi 
may be associated with both the “ Accuracy ” and “ Validity ” tory 270 , and / or to perform data quality analysis as 
data quality metrics . 50 described herein . A user may interface with the data quality 

A data element 211 may be associated with one or more engine 265 via one or more of user interface ( s ) 262 . For 
data fields , of which “ Data Field 1 ” in dataset description instance , a business analyst may access the data quality 
214 is but one example , via relationship 215b . A single data engine via a first user interface and create and / or modify data 
element may be associated with multiple data fields in a elements stored in the metadata repository via the first user 
single dataset description , with a single data field in each of 55 interface , whereas a programmer may create and / or modify 
multiple dataset descriptions , or multiple data fields in data quality rules within the metadata repository by access 
multiple dataset descriptions . As discussed above , a pro - ing the data quality engine and / or other engines of the data 
grammer or other technical user may have identified these processing system via a second user interface . 
data fields as relating to or otherwise corresponding to the According to some embodiments , user interface ( s ) 262 
data element in question . 60 may include a business oriented user interface . Controls 

A data field within a dataset description may be associated within the user interface may be exposed to the business 
with one or more data quality metrics via relationship 215c . oriented user interface that allow the user to perform actions 
A single data quality metric may similarly be associated with described herein as typically performed by a business user . 
one or more data fields . For example , the metadata reposi - For instance , the business oriented user interface may 
tory may store definitions of data quality metrics named 65 include functionality for defining one or more data elements 
“ Accuracy ” and “ Validity . ” A first data field may be asso - and data quality metrics , and / or functionality for initiating 
ciated with only the “ Accuracy ” data quality metric , whereas data quality analysis by selecting a data element and / or a 
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data quality metric previously created through the interface . these queries on a value of the data field determines that both 
The business oriented user interface may also expose tools queries are true , the value passes the data quality rule . It will 
that allow a business user to convey information on data be appreciated that the illustrative data quality rule being 
quality requirements to a technical user . For instance , the discussed is depicted in a pseudocode fashion and will 
interface may include text fields associated with a data 5 generally be written in a programmatic form of some kind 
element into which the business user may enter data quality and that the rules are depicted in FIG . 3 as pseudocode 
requirements that the technical user subsequently views merely for clarity . 
when creating data quality rules for that data element . In the example of FIG . 3 , the data processing system According to some embodiments , user interface ( s ) 262 includes a data quality rule 350 configured to evaluate the may include a technical user interface . The technical user 10 validity of the data field “ act _ number " in dataset 340 . This interface may expose controls that allow a user to perform data quality rule references another data field of that dataset , actions described herein as typically being performed by a " act _ type , ” to determine how to evaluate the validity of technical user . For instance , the interface may include con 
trols for defining data quality rules ( an example of which is “ act _ number . ” Specifically , if the “ act _ type ” field has a 
provided below in relation to FIG . 5 ) . The technical user 15 value of “ US , " validity of the act _ number " data field turns 
interface may also present information on data quality on whether a value in that field ends with an “ X ” character . 
requirements entered , for example , by a business user Alternatively , if the “ act _ type ” field has a value of “ GB , ” the 
accessing the business oriented user interface described validity of the " act _ number " data field turns on whether the 
above . length of a value in the " act _ number " data field has a length 

FIG . 3 depicts illustrative data quality rules associated 20 between 6 and 10 characters and begins with “ 01 . ” In some 
with a single data element , a single data quality metric , and cases , the data processing system may define the data quality 
two data fields , according to some embodiments . In the rule 360 to have a default state of failure if the “ act _ type " 
example of FIG . 3 , a number of data quality rules have been data field has a value other than " US ” or “ GB . ” 
previously associated ( e . g . , by recording the associations FIG . 4 depicts an illustrative hierarchy of data elements , 
within a metadata repository ) with illustrative data element 25 according to some embodiments . As discussed above , data 
310 and illustrative data quality metric 320 . The elements elements stored within a metadata repository ( or otherwise ) 
depicted in FIG . 3 may be objects created within a data may be stored with associated information indicating hier 
processing system and associations between objects may be archical organization of the data elements . 
stored , for example , in a metadata repository as described In the example of FIG . 4 , three data elements 410 , 420 and 
above . 30 430 are located at a root level of a logical hierarchy of data 
As discussed above , in general more than one data quality elements . The position of these data elements in the hierar 

metric may be associated with a single data element , how - chy being at the root level may be stored within a metadata 
ever in the illustrative example of FIG . 3 only data quality repository in any suitable way . Other data elements shown 
rules associated with both the data element 310 and data in FIG . 4 , such as data elements 411 and 412 , are at a second 
quality metric 320 are depicted . The data quality rules 35 level below data element 410 . In some cases , data elements 
illustrated in FIG . 3 may be stored in a metadata repository within a second level may be stored with an indication of a 
of a data processing system , as described above . Accord - parent data element ( e . g . , data elements 411 and 412 may 
ingly , a data quality engine performing a data quality analy - have associated information that indicates that data element 
sis may access these illustrative rules to perform the analy - 410 is their parent data element ) . Alternatively , or addition 
sis . 40 ally , data elements may be stored with an indication of a 

In the example of FIG . 3 , the data processing system child data element ( e . g . , data element 410 may have asso 
defines a data element 310 named " ACCOUNT # ” and a ciated information that indicates that data elements 411 and 
data quality metric 320 named “ VALIDITY . ” In this 412 are child data elements ) . 
example , a business analyst may have created an association In some cases , folder structures may be stored in a 
( e . g . , in a metadata repository ) between these objects with 45 hierarchy and data elements may be stored with an indica 
the intention that data quality rules to test the validity of all tion of a folder in which they reside . For example , a root 
fields related to account number will be created ( e . g . , using folder may be created and a folder may be created as a child 
the business oriented user interface described above ) . A of the root folder . Data element 410 may be stored with an 
technical user may have previously created these data qual indication that it resides in the root folder , whereas data 
ity rules within the data processing system and associated 50 elements 411 and 412 may be stored with an indication that 
the rules with the data element and data quality metric ( e . g . , they reside in the folder that is a child of the root folder . 
via the technical user interface described above ) . FIG . 5 depicts an illustrative user interface of a data 

In the example of FIG . 3 , the data processing system processing system that may be used to define quality data 
includes two data fields that represent an account number : a rules , according to some embodiments . In the example of 
data field “ acc _ num " within dataset 330 ( which may include 55 FIG . 5 , the user interface provides a tabular view for a user 
additional data fields not shown ) and a data field “ act _ num - to create and / or modify a data quality rule as a function of 
ber " within dataset 340 ( which may also include additional data fields of a dataset . A user interface structured in this way 
data fields not shown ) . Dataset 340 also includes a data field may provide a convenient way for a user to obtain a visual 
" act _ type ” that is referenced by the data quality rules that overview of a data quality rule and see how the rule is 
evaluate the “ act _ number " data field . 60 constructed and how it depends on various data fields . Such 

The data quality rule 350 , as defined within the data an interface may be , for example , utilized by a programmer 
processing system , is configured to evaluate the validity of to create and / or edit a data quality rule , and / or may be 
the data field “ acc _ num ” in dataset 330 . The first element of utilized by a business analyst to view a data quality rule . As 
the data quality rule determines whether the length of the discussed above , different types of users that access a data 
" acc _ num ” data field is equal to 12 , and the second element 65 processing system may utilize different user interface ( s ) to 
determines whether the “ acc _ num ” data field begins with the perform data quality tasks within the system . The example 
character “ A . ” If a data quality engine executing both of of FIG . 5 is provided as one such illustrative interface , and 
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may be presented to different users having different roles architectures include Industry Standard Architecture ( ISA ) 
and / or permissions to create / edit / delete objects within the bus , Micro Channel Architecture ( MCA ) bus , Enhanced ISA 
data processing system . ( EISA ) bus , Video Electronics Standards Association 

In the example of FIG . 5 , table 500 depicts a data quality ( VESA ) local bus , and Peripheral Component Interconnect 
rule that performs numerous evaluations of four data fields . 5 ( PCI ) bus also known as Mezzanine bus . 
The “ validation rule ” columns are placeholders for expres - Computer 610 typically includes a variety of computer 
sions ( labeled " rule expression " ) that are evaluated against readable media . Computer readable media can be any avail 
the data fields in the respective row . For example , data field able media that can be accessed by computer 610 and 
1 is evaluated using two different expressions , whereas data includes both volatile and nonvolatile media , removable and 
field 2 is evaluated using a single rule expression , and data 10 non - removable media . By way of example , and not limita 
field 3 is not evaluated at all . In general any number of rule tion , computer readable media may comprise computer 
expressions may be created to be evaluated against any storage media and communication media . Computer storage 
number of data fields to create a data quality rule . If any of media includes volatile and nonvolatile , removable and 
the rule expressions generate a failure ( e . g . , a logical false ) , non - removable media implemented in any method or tech 
then the data quality rule is failed . It will be appreciated that 15 nology for storage of information such as computer readable 
other aspects of the user interface not shown in FIG . 5A may instructions , data structures , program modules or other data . 
allow for the selection of which data field is registered as Computer storage media includes , but is not limited to , 
producing a failure and other aspects of configuring a data RAM , ROM , EEPROM , flash memory or other memory 
quality rule discussed herein . technology , CD - ROM , digital versatile disks ( DVD ) or other 

FIG . 6 illustrates an example of a suitable computing 20 optical disk storage , magnetic cassettes , magnetic tape , 
system environment 600 on which the technology described magnetic disk storage or other magnetic storage devices , or 
herein may be implemented . The computing system may be any other medium which can be used to store the desired 
configured to receive natural language specification , receive information and which can accessed by computer 610 . 
data quality rules , store associations between data objects , Communication media typically embodies computer read 
etc . so that the computing system may perform the functions 25 able instructions , data structures , program modules or other 
as described herein . The computing system environment 600 data in a modulated data signal such as a carrier wave or 
is only one example of a suitable computing environment other transport mechanism and includes any information 
and is not intended to suggest any limitation as to the scope delivery media . The term “ modulated data signal ” means a 
of use or functionality of the technology described herein . signal that has one or more of its characteristics set or 
Neither should the computing environment 600 be inter - 30 changed in such a manner as to encode information in the 
preted as having any dependency or requirement relating to signal . By way of example , and not limitation , communi 
any one or combination of components illustrated in the cation media includes wired media such as a wired network 
exemplary operating environment 600 . or direct - wired connection , and wireless media such as 

The technology described herein is operational with acoustic , RF , infrared and other wireless media . Combina 
numerous other general purpose or special purpose comput - 35 tions of the any of the above should also be included within 
ing system environments or configurations . Examples of the scope of computer readable media . 
well - known computing systems , environments , and / or con - The system memory 630 includes computer storage media 
figurations that may be suitable for use with the technology in the form of volatile and / or nonvolatile memory such as 
described herein include , but are not limited to , personal read only memory ( ROM ) 631 and random access memory 
computers , server computers , hand - held or laptop devices , 40 ( RAM ) 632 . A basic input / output system 633 ( BIOS ) , con 
multiprocessor systems , microprocessor - based systems , set taining the basic routines that help to transfer information 
top boxes , programmable consumer electronics , network between elements within computer 610 , such as during 
PCs , minicomputers , mainframe computers , distributed start - up , is typically stored in ROM 631 . RAM 632 typically 
computing environments that include any of the above contains data and / or program modules that are immediately 
systems or devices , and the like . 45 accessible to and / or presently being operated on by process 

The computing environment may execute computer - ex - ing unit 620 . By way of example , and not limitation , FIG . 6 
ecutable instructions , such as program modules . Generally , illustrates operating system 634 , application programs 635 , 
program modules include routines , programs , objects , com - other program modules 636 , and program data 637 . 
ponents , data structures , etc . that perform particular tasks or The computer 610 may also include other removable / non 
implement particular abstract data types . The technology 50 removable , volatile / nonvolatile computer storage media . By 
described herein may also be practiced in distributed com - way of example only , FIG . 6 illustrates a hard disk drive 641 
puting environments where tasks are performed by remote that reads from or writes to non - removable , nonvolatile 
processing devices that are linked through a communica - magnetic media , a magnetic disk drive 651 that reads from 
tions network . In a distributed computing environment , or writes to a removable , nonvolatile magnetic disk 652 , and 
program modules may be located in both local and remote 55 an optical disk drive 655 that reads from or writes to a 
computer storage media including memory storage devices . removable , nonvolatile optical disk 656 such as a CD ROM 

With reference to FIG . 6 , an exemplary system for imple - or other optical media . Other removable / non - removable , 
menting the technology described herein includes a general volatile / nonvolatile computer storage media that can be used 
purpose computing device in the form of a computer 610 . in the exemplary operating environment include , but are not 
Components of computer 610 may include , but are not 60 limited to , magnetic tape cassettes , flash memory cards , 
limited to , a processing unit 620 , a system memory 630 , and digital versatile disks , digital video tape , solid state RAM , 
a system bus 621 that couples various system components solid state ROM , and the like . The hard disk drive 641 is 
including the system memory to the processing unit 620 . typically connected to the system bus 621 through a non 
The system bus 621 may be any of several types of bus removable memory interface such as interface 640 , and 
structures including a memory bus or memory controller , a 65 magnetic disk drive 651 and optical disk drive 655 are 
peripheral bus , and a local bus using any of a variety of bus typically connected to the system bus 621 by a removable 
architectures . By way of example , and not limitation , such memory interface , such as interface 650 . 
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The drives and their associated computer storage media however , that a metadata repository is used to implement 
discussed above and illustrated in FIG . 6 , provide storage of aspects of the present application . Any suitable system that 
computer readable instructions , data structures , program stores data objects and stores links between the data objects 
modules and other data for the computer 610 . In FIG . 6 , for may be utilized , which may for example include a suitable 
example , hard disk drive 641 is illustrated as storing oper - 5 type of database . 
ating system 644 , application programs 645 , other program Such alterations , modifications , and improvements are 
modules 646 , and program data 647 . Note that these com intended to be part of this disclosure , and are intended to be 
ponents can either be the same as or different from operating within the spirit and scope of the invention . Further , though 
system 634 , application programs 635 , other program mod advantages of the present invention are indicated , it should 
ules 636 , and program data 637 . Operating system 644 , 10 be appreciated that not every embodiment of the technology 
application programs 645 , other program modules 646 , and described herein will include every described advantage . 
program data 647 are given different numbers here to Some embodiments may not implement any features 
illustrate that , at a minimum , they are different copies . A user described as advantageous herein and in some instances one 
may enter commands and information into the computer 610 or more of the described features may be implemented to 
through input devices such as a keyboard 662 and pointing 15 achieve further embodiments . Accordingly , the foregoing 
device 661 , commonly referred to as a mouse , trackball or description and drawings are by way of example only . 
touch pad . Other input devices ( not shown ) may include a Moreover , illustrative data quality rules as discussed 
microphone , joystick , game pad , satellite dish , scanner , or herein are provided as having a particular granularity in 
the like . These and other input devices are often connected terms of how many evaluation steps may be performed by a 
to the processing unit 620 through a user input interface 660 20 single data quality rule . It will be appreciated that data 
that is coupled to the system bus , but may be connected by quality rules may be configured to include any number of 
other interface and bus structures , such as a parallel port , evaluations , from a single logical comparison to a large 
game port or a universal serial bus ( USB ) . A monitor 691 or number of evaluations , as the invention is not limited to a 
other type of display device is also connected to the system particular approach to configuring a data quality rule . In 
bus 621 via an interface , such as a video interface 690 . In 25 some cases , a lightweight data quality rule may be preferred 
addition to the monitor , computers may also include other to produce more indications of whether one or more data 
peripheral output devices such as speakers 697 and printer fields pass or fail data quality . In other cases , a more 
696 , which may be connected through an output peripheral complex data quality rule that performs multiple evaluations 
interface 695 . may be preferred to produce fewer , yet more information 

The computer 610 may operate in a networked environ - 30 laden , indications of whether one or more data fields pass or 
ment using logical connections to one or more remote fail data quality . 
computers , such as a remote computer 680 . The remote For example , when creating data quality rules to be 
computer 680 may be a personal computer , a server , a router , associated with a “ Validity ” data quality metric , a program 
a network PC , a peer device or other common network node , mer may opt in some cases to create a single data quality rule 
and typically includes many or all of the elements described 35 for a data field that checks all aspects of that data field ' s 
above relative to the computer 610 , although only a memory validity , though in other cases may opt to create multiple 
storage device 681 has been illustrated in FIG . 6 . The logical data quality rules that each check different aspects of the 
connections depicted in FIG . 6 include a local area network same data field ’ s validity . In the latter case , more data 
( LAN ) 671 and a wide area network ( WAN ) 673 , but may quality results will be generated and each will reflect the data 
also include other networks . Such networking environments 40 field ' s data validity in different ways , while the former 
are commonplace in offices , enterprise - wide computer net approach will provide only a single data quality result that 
works , intranets and the Internet . summarizes the data field ' s validity . 

When used in a LAN networking environment , the com - The above - described embodiments of the technology 
puter 610 is connected to the LAN 671 through a network described herein can be implemented in any of numerous 
interface or adapter 670 . When used in a WAN networking 45 ways . For example , the embodiments may be implemented 
environment , the computer 610 typically includes a modem using hardware , software or a combination thereof . When 
672 or other means for establishing communications over implemented in software , the software code can be executed 
the WAN 673 , such as the Internet . The modem 672 , which on any suitable processor or collection of processors , 
may be internal or external , may be connected to the system whether provided in a single computer or distributed among 
bus 621 via the user input interface 660 , or other appropriate 50 multiple computers . Such processors may be implemented 
mechanism . In a networked environment , program modules as integrated circuits , with one or more processors in an 
depicted relative to the computer 610 , or portions thereof , integrated circuit component , including commercially avail 
may be stored in the remote memory storage device . By way able integrated circuit components known in the art by 
of example , and not limitation , FIG . 6 illustrates remote names such as CPU chips , GPU chips , microprocessor , 
application programs 685 as residing on memory device 55 microcontroller , or co - processor . Alternatively , a processor 
681 . It will be appreciated that the network connections may be implemented in custom circuitry , such as an ASIC , 
shown are exemplary and other means of establishing a or semi - custom circuitry resulting from configuring a pro 
communications link between the computers may be used . grammable logic device . As yet a further alternative , a 
Having thus described several aspects of at least one processor may be a portion of a larger circuit or semicon 

embodiment of this invention , it is to be appreciated that 60 ductor device , whether commercially available , semi - cus 
various alterations , modifications , and improvements will tom or custom . As a specific example , some commercially 
readily occur to those skilled in the art . For example , available microprocessors have multiple cores such that one 
systems are described as being implemented with a metadata or a subset of those cores may constitute a processor . 
repository . As defined herein the system , and metadata Though , a processor may be implemented using circuitry in 
repository , are implemented such that the system refers to 65 any suitable format . 
relational links between data quality rules and other objects . Further , it should be appreciated that a computer may be 
stored in the metadata repository . It is not a requirement , embodied in any of a number of forms , such as a rack 
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mounted computer , a desktop computer , a laptop computer , need not reside on a single computer or processor , but may 
or a tablet computer . Additionally , a computer may be be distributed in a modular fashion amongst a number of 
embedded in a device not generally regarded as a computer different computers or processors to implement various 
but with suitable processing capabilities , including a Per - aspects of the present invention . 
sonal Digital Assistant ( PDA ) , a smart phone or any other 5 Computer - executable instructions may be in many forms , 
suitable portable or fixed electronic device . such as program modules , executed by one or more com 

Also , a computer may have one or more input and output puters or other devices . Generally , program modules include 
devices . These devices can be used , among other things , to routines , programs , objects , components , data structures , 
present a user interface . Examples of output devices that can etc . that perform particular tasks or implement particular 
be used to provide a user interface include printers or display 10 abstract data types . Typically the functionality of the pro 
screens for visual presentation of output and speakers or gram modules may be combined or distributed as desired in 
other sound generating devices for audible presentation of various embodiments . 
output . Examples of input devices that can be used for a user Also , data structures may be stored in computer - readable 
interface include keyboards , and pointing devices , such as media in any suitable form . For simplicity of illustration , 
mice , touch pads , and digitizing tablets . As another example , 15 data structures may be shown to have fields that are related 
a computer may receive input information through speech through location in the data structure . Such relationships 
recognition or in other audible format . may likewise be achieved by assigning storage for the fields 

Such computers may be interconnected by one or more with locations in a computer - readable medium that conveys 
networks in any suitable form , including as a local area relationship between the fields . However , any suitable 
network or a wide area network , such as an enterprise 20 mechanism may be used to establish a relationship between 
network or the Internet . Such networks may be based on any information in fields of a data structure , including through 
suitable technology and may operate according to any the use of pointers , tags or other mechanisms that establish 
suitable protocol and may include wireless networks , wired relationship between data elements . 
networks or fiber optic networks . Various aspects of the present invention may be used 

Also , the various methods or processes outlined herein 25 alone , in combination , or in a variety of arrangements not 
may be coded as software that is executable on one or more specifically discussed in the embodiments described in the 
processors that employ any one of a variety of operating foregoing and is therefore not limited in its application to the 
systems or platforms . Additionally , such software may be details and arrangement of components set forth in the 
written using any of a number of suitable programming foregoing description or illustrated in the drawings . For 
languages and / or programming or scripting tools , and also 30 example , aspects described in one embodiment may be 
may be compiled as executable machine language code or combined in any manner with aspects described in other 
intermediate code that is executed on a framework or virtual embodiments . 
machine . Also , the invention may be embodied as a method , of 

In this respect , the invention may be embodied as a which an example has been provided . The acts performed as 
computer readable storage medium ( or multiple computer 35 part of the method may be ordered in any suitable way . 
readable media ) ( e . g . , a computer memory , one or more Accordingly , embodiments may be constructed in which 
floppy discs , compact discs ( CD ) , optical discs , digital video acts are performed in an order different than illustrated , 
disks ( DVD ) , magnetic tapes , flash memories , circuit con - which may include performing some acts simultaneously , 
figurations in Field Programmable Gate Arrays or other even though shown as sequential acts in illustrative embodi 
semiconductor devices , or other tangible computer storage 40 ments . 
medium ) encoded with one or more programs that , when Further , some actions are described as taken by a “ user . ” 
executed on one or more computers or other processors , It should be appreciated that a " user " need not be a single 
perform methods that implement the various embodiments individual , and that in some embodiments , actions attribut 
of the invention discussed above . As is apparent from the able to a “ user ” may be performed by a team of individuals 
foregoing examples , a computer readable storage medium 45 and / or an individual in combination with computer - assisted 
may retain information for a sufficient time to provide tools or other mechanisms . 
computer - executable instructions in a non - transitory form . Use of ordinal terms such as “ first , " " second , " " third , ” 
Such a computer readable storage medium or media can be etc . , in the claims to modify a claim element does not by 
transportable , such that the program or programs stored itself connote any priority , precedence , or order of one claim 
thereon can be loaded onto one or more different computers 50 element over another or the temporal order in which acts of 
or other processors to implement various aspects of the a method are performed , but are used merely as labels to 
present invention as discussed above . As used herein , the distinguish one claim element having a certain name from 
term " computer - readable storage medium " encompasses another element having a same name ( but for use of the 
only a non - transitory computer - readable medium that can be ordinal term ) to distinguish the claim elements . 
considered to be a manufacture ( i . e . , article of manufacture ) 55 Also , the phraseology and terminology used herein is for 
or a machine . Alternatively or additionally , the invention the purpose of description and should not be regarded as 
may be embodied as a computer readable medium other than limiting . The use of “ including , " " comprising , ” or “ having , " 
a computer - readable storage medium , such as a propagating “ containing , ” “ involving , " and variations thereof herein , is 
signal . meant to encompass the items listed thereafter and equiva 

The terms " program ” or “ software ” are used herein in a 60 lents thereof as well as additional items . 
generic sense to refer to any type of computer code or set of what is claimed is : 
computer - executable instructions that can be employed to 1 . A data processing system comprising : 
program a computer or other processor to implement various at least one processor ; 
aspects of the present invention as discussed above . Addi at least one user interface ; and 
tionally , it should be appreciated that according to one aspect 65 at least one computer readable medium comprising pro 
of this embodiment , one or more computer programs that cessor - executable instructions that , when executed , 
when executed perform methods of the present invention cause the at least one processor to : 
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receive , through the at least one user interface , input lookup , and wherein the one or more data quality rules are 
indicating a data element and one or more data defined at least in part by the lookup . 
quality metrics ; 10 . The data processing system of claim 1 , wherein the at 

identify , by accessing one or more data structures least one data quality measure indicates a fraction of data 
stored by the at least one computer readable medium , 5 values associated with the data element that passed one or 
a plurality of objects each linked to the data element , more of the one or more data quality rules . 
linked to the one or more data quality metrics , or 11 . The data processing system of claim 1 , wherein 
linked to both the data element and the one or more displaying results of the data quality analysis comprises 
data quality metrics , displaying a visual indication that the at least one data 

wherein links between the plurality of objects and the 10 quality measure was passed . 
data element , between the plurality of objects and the 12 . A data processing system comprising : 
one or more data quality metrics , and between the at least one processor ; 
plurality of objects and the data element and the one at least one user interface ; and 
or more data quality metrics are defined by the one at least one computer readable medium comprising : 
or more data structures , and 15 a metadata repository identifying one or more datasets 

wherein the plurality of objects includes : and one or more fields of the one or more datasets 
one or more datasets ; and storing one or more data structures that defines 
one or more fields of the one or more datasets ; and links between objects identified by the metadata 
one or more data quality rules , each of the data repository ; and 

quality rules being associated with at least one of 20 processor - executable instructions that , when executed , 
the one or more fields ; cause the at least one processor to : 

perform an analysis of data quality of the one or more receive , through the at least one user interface , input 
fields based at least in part on the one or more data describing a data element and one or more data 
quality rules associated with the one or more fields ; quality metrics ; 
and 25 record , in the metadata repository , the data element 

display results of the data quality analysis , the dis and the one or more data quality metrics ; 
played results comprising at least one data quality receive , through the at least one user interface , input 
measure determined for the data element and a first that describes one or more data quality rules ; 
data quality metric of the one or more data quality record , in the metadata repository , the one or more 
metrics , the at least one data quality measure being 30 data quality rules ; 
indicative of a pass threshold , a failure threshold , or record , in the one or more data structures of the 
both a pass threshold and a failure threshold . metadata repository , a link defining an association 

2 . The data processing system of claim 1 , wherein the one between a first data quality rule of the one or more 
or more data structures defines links between the data data quality rules and at least one of the one or 
element and each of : the one or more datasets , the one or 35 more fields ; 
more fields and the one or more data quality rules . record , in the one or more data structures of the 

3 . The data processing system of claim 1 , wherein the metadata repository , a link defining an association 
processor - executable instructions , when executed by the at between the first data quality rule and at least one 
least one processor , further cause the at least one processor of the one or more data quality metrics ; 
to produce a graphical representation of at least a portion of 40 record , in the metadata repository , at least one data 
the results of the data quality analysis within the at least one quality measure for the data element and one of 
user interface . the one or more data quality metrics , the data 

4 . The data processing system of claim 1 , wherein the quality measure being indicative of a pass thresh 
processor - executable instructions , when executed by the at old , a failure threshold , or both a pass threshold 
least one processor , further cause the at least one processor 45 and a failure threshold ; and 
to : display , via the at least one user interface , at least 

receive , through the at least one user interface , input part of the one or more data structures recorded in 
defining the data element ; and the metadata repository . 

record the data element on the at least one computer 13 . The data processing system of claim 12 , wherein the 
readable medium . 50 metadata repository is a database that stores information 

5 . The data processing system of claim 4 , wherein the about objects , the objects including the one or more datasets , 
processor - executable instructions , when executed by the at the one or more fields , the data element , the one or more data 
least one processor , further cause the at least one processor quality metrics , and the one or more data quality rules . 
to record the one or more data structures . 14 . The data processing system of claim 12 , wherein the 

6 . The data processing system of claim 1 , wherein the one 55 processor - executable instructions , when executed by the at 
or more data quality metrics include one or more of : least one processor , further cause the at least one processor 
accuracy , completeness and validity . to record , in the one or more data structures of the metadata 

7 . The data processing system of claim 1 , wherein the repository , a link defining associations between the data 
measure of data quality is a score based on a count of data element and the one or more fields of the one or more 
quality errors . 60 datasets . 

8 . The data processing system of claim 1 , wherein the 15 . The data processing system of claim 12 , wherein the 
processor - executable instructions , when executed by the at one or more data quality metrics include one or more of : 
least one processor , further cause the at least one processor accuracy , completeness and validity . 
to generate an error ticket based on the measure of data 16 . The data processing system of claim 12 , wherein the 
quality . 65 at least one computer readable medium further comprises a 

9 . The data processing system of claim 1 , wherein the at lookup , and wherein the one or more data quality rules are 
least one computer readable medium further comprises a defined at least in part by the lookup . 
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17 . A method of operating a data processing system , the quality metric of the one or more data quality metrics , 

data processing system being executed by a computing the at least one data quality measure being indicative of 
system coupled to at least one computer readable medium , a pass threshold , a failure threshold , or both a pass 
the method comprising : threshold and a failure threshold . 

receiving , through at least one user interface of the data 5 18 . The method of claim 17 , wherein the one or more data 
processing system , input indicating a data element and structures defines links between the data element and each 
one or more data quality metrics ; of : the one or more datasets , the one or more fields and the identifying , by the data processing system by accessing one or more data quality rules . one or more data structures stored by the at least one 19 . The method of claim 17 , further comprising : computer readable medium , a plurality of objects 10 

each linked to the data element , linked to the one or receiving , through the at least one user interface of the 
data processing system , input defining the data ele more data quality metrics , or linked to both the data 

element and the one or more data quality metrics , ment ; and 
wherein links between the plurality of objects and the recording the data element on the at least one computer 

readable medium . data element , between the plurality of objects and the 15 
one or more data quality metrics , and between the 20 . The method of claim 19 , further comprising recording 

links between the data element and the one or more fields of plurality of objects and the data element and the one 
or more data quality metrics are defined by the one the one or more datasets within the one or more data 

structures . or more data structures , and 21 . The method of claim 17 , wherein the at least one wherein the plurality of objects includes : 
one or more datasets ; computer readable medium further comprises a lookup , and 
one or more fields of the one or more datasets ; and wherein the one or more data quality rules are defined at 
one or more data quality rules , each of the data least in part by the lookup . 

22 . The method of claim 17 , wherein the at least one data quality rules being associated with at least one of quality measure indicates a fraction of data values associated the one or more fields ; 25 T 
performing , by the data processing system , an analysis of with the data element that passed one or more of the one or 

data quality of the one or more fields based at least in more data quality rules . 
23 . The method of claim 17 , wherein displaying results of part on the one or more data quality rules associated 

with the one or more fields ; and the data quality analysis comprises displaying a visual 
displaying results of the data quality analysis , the dis - 30 " is . 30 indication that the at least one data quality measure was 

played results comprising at least one data quality 
measure determined for the data element and a first data 

20 

passed . 
* * * * * 


